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Nothing to hide
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Mateu Aguiló Bosch
Some of you know me pretty well. You know that I may be a bit intense in my opinions. Today I’m going to give you my opinion on a new class of capitalism that has stablished its dominance over the last two decades.
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Mateu Aguiló Bosch
According to surveillance capitalists, like Google, human experiences are free for the taking, without limits on privacy in the physical and digital world.

How is that legal?
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Mateu Aguiló Bosch
Well, the exceptional circumstances after 9/11 promoted surveillance programs in the US. That coincided with Google’s discovery of the value of your intimate details. They made REALLY good friends.
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Mateu Aguiló Bosch
We will also talk about Facebook. In a famous interview Mark Zuckerberg downplayed privacy as a social norm in decline. 4 years later he bought his house and the 4 surrounding parcels for privacy.


Sell prediction


Mateu Aguiló Bosch
So what they do is, they turn human experiences into prediction products and then they sell those other companies.

The more experiences they can extract, the better the predictions and the higher the price tag for them.


They ‘don’t want
need your soul
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Mateu Aguiló Bosch
Some say YOU are the product. But I disagree, you are the source of raw material. You produce the experiences. You are out of the loop of these wealthy transactions.

The question is, why is this bad?
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Some say they have nothing to hide. Edward Snowden said that not caring about privacy because you have nothing to hide, is like not caring about free speech because you have nothing to say.
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Mateu Aguiló Bosch
Not so long ago only convicted criminals had a monitoring device attached to them.

Now we pay for our own domination. We pay to give this information to private companies that are not check by our voting rights.


Ubiquitous
computing



Mateu Aguiló Bosch
In fact these monitoring devices are EVERYWHERE. Even if you don’t carry a fitbit, you vet your phone apps, and don’t have sex on top of a smart bed, you are still being spied by other people’s devices.


Opinion | THE PRIVACY PROJECT

Twelve Million Phones,
One Dataset, Zero Privacy

By Stuart A. Thompson and Charlie Warzel
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Mateu Aguiló Bosch
In addition to that, most of the data traders treat your data with such disrespect that we hear from new data breaches every week.
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Mateu Aguiló Bosch
And probably this was clear already, but surveillance capitalists do not restrict their tracking to “consenting” adults. Nothing is off-limits for their extraction operations. In fact, children get dedicated care.


racebook told advertisers it can identify
teens feeling 'insecure' and 'worthless'

Leaked documents said to describe how the social network shares
psychological insights on young people with advertisers
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Mateu Aguiló Bosch
Teenagers are pushed over the edge for Facebook’s customer benefits. Note how I am not talking about spying on them to serve relevant ads. We are talking about a new norm in the industry, behavioral modification.
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Mateu Aguiló Bosch
The leading expert in behavioral modification was B. F. Skinner. He was a Hardvard professor that proved that behavior can be modified towards one’s ends using an intricate pattern of inputs and recompenses.


7 Facebook emotion study breached
ethical guidelines, researchers say
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We can see behavioral modification every day. Facebook even published some research on how they successfully modify mass emotions of their users using their platform.
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This could even be good. Your car may not start when it detects you’ve been drinking one too many. The problem is that the goals of these modifications are not for on our benefit, but on unchecked capitalists benefit.


Social pressure


Mateu Aguiló Bosch
Research shows that the most effective way to steal human freedom is through social pressure. They exploit our instinct of belonging to a group, in the name of their revenue. They achieve this quietly, which is more effective.
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Mateu Aguiló Bosch
How can we keep our freedom when cylons and their masters surround us with unprecedented power?

We need to learn self-defense, and we need to express our indignation.
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Mateu Aguiló Bosch
You need a change of habits. There are no free tools that are as good as Google’s without invading you.

No one tells their doctor: I understand McDonalds is bad for me, give me an alternative that is equally cheap, tasty, and quickly rewarding.
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Mateu Aguiló Bosch
But more importantly, get mad, Child labour laws and minimum wages damaged the revenue of industrialists in the 19th century. Those rights had to be demanded and fought. Use your voters privilege wisely.
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Mateu Aguiló Bosch
Finally, don’t let this stress you out. If you feel the need to change, take a small actionable step first. Maybe switch away from Gmail, or Facebook. Remember, privacy is a right not a mandate. I for one still use Amazon.


